FINANCE COMMISSION OF TEXAS

AUDIT COMMITTEE MEETING

Friday, June 10, 2016
8:00 a.m.

Finance Commission Building
William F. Aldridge Hearing Room,
2601 N. Lamar Blvd.
Austin, Texas 78705

Public comment on any agenda item or issue under the jurisdiction of the Finance Commission agencies
is allowed unless the comment is in reference to a rule proposal for which the public comment period has
ended. However, upon majority vote of the Commission, public comment may be allowed related to final
rule adoption.

A Review and Approval of Minutes of the April 15, 2016, Audit Committee Meeting

B. Audit Committee Review of Agencies’ Activities

C. Discussion of and Possible Vote to Recommend that the Finance Commission Take Action on the
Office of Consumer Credit Commissioner’s Fiscal Year 2016 Annual Internal Audit Report as
Prepared and Presented by Garza/Gonzalez and Associates

D. Discussion of and Possible Vote to Recommend that the Finance Commission Take Action on the
Department of Banking’s Fiscal Year 2016 Annual Internal Audit Report as Prepared and
Presented by Garza/Gonzalez and Associates

E. Discussion of and Possible Vote to Recommend that the Finance Commission Take Action on the
Internal Auditor Contract for Garza/Gonzalez & Associates for Fiscal Year 2017

F. Report on Activities Relating to the Texas Financial Education Endowment Fund

NOTE: The Audit Committee may go into executive session (close its meeting to the public) on any agenda item if
appropriate and authorized by the Open Meetings Act, Texas Government Code, Chapter 551.

Meeting Accessibility: Under the Americans with Disabilities Act, the Finance Commission will accommodate special needs.
Those requesting auxiliary aids or services should notify the Texas Department of Banking, 2601 North Lamar Boulevard,
Austin, Texas 78705, (512) 936-6222, as far in advance of the meeting as possible.
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MINUTES OF THE
AUDIT COMMITTEE MEETING
Friday, April 15, 2016

8:00 a.m.

The Audit Committee of the Finance Commission of Texas convened at 8:00 a.m. on April 15, 2016, with

the following members present:

Audit Committee Members in Attendance:

Molly Curl, Chairman
Hector Cerna
Lori McCool

Audit Committee Chairman Curl announced that there was a quorum of the Audit Committee of the
Finance Commission of Texas with three members present (0:01 on audio file).

AGENDA ITEM

ACTION

LOCATION
ON AUDIO
FILE

A. Review and Approval of Minutes of the
February19, 2016, Audit Committee Meeting

Lori McCool made a motion to
approve the minutes of the
February 19, 2016 Audit
Committee Meeting. Hector
Cerna seconded and the motion
passed.

0:43 start of
discussion

0:49 vote

1:26 start of

B. Audit Committee Review of Agencies’ Activities | No Action Required. : !
discussion
C. Discussion of and Possible Vote to Recommend Lori McCool made a motion to
that the Finance Commission Take Action on the -
Agencies’ Feb 99 2016 Investment OFfi recommend that the Finance 4:07 start of
Regg(ralr(':tlss ebruary 29, nvestment OThcer Commission take action onthe | discussion
- . . agencies’ February 29, 2016
1. Office of Consumer Credit Commissioner Investment Officer Reports
2. Texas Department of Banking Hector Cerna seconded and the | 14:15 vote
3. Depa_rtment of Savings and Mortgage motion passed.
Lending
D. Discussion of and Possible VVote to Recommend Lori McCool made a motion to
that the Finance Commission Take Action onthe | recommend that the Finance 14:35 start
Agencies’ 2016 Second Quarter Financial Commission take action on the Of ]
Statements: agencies’ 2016 Second Quarter discussion
1. Office of Consumer Credit Commissioner Financial Statements. Hector
2. Texas Department of Banking Cerna seconded and the motion 2748 vote

3. Department of Savings and Mortgage

Lending

passed.




E. Report on Activities Relating to the Texas
Financial Education Endowment Fund

No Action Required

28:06 start
of
discussion

There being no further business of the Audit Committee of the Finance Commission of Texas, Molly Curl

adjourned the meeting at 8:38 a.m. (38:44) on audio file)

Molly Curl, Audit Committee Chair
Finance Commission of Texas

Charles G. Cooper, Executive Director
Finance Commission of Texas

Anne Benites, Executive Assistant
Finance Commission of Texas




Department of Savings and Mortgage Lending
Outstanding Audit Issues Report as of May 31, 2016

None.
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Office of Consumer Credit Commissioner

Outstanding Audit Findings Report as of 5/27/2016

There are currently no outstanding audit items.



TEXAS DEPARTMENT OF PUBLIC SAFETY

5805 N. LAMAR BLVD. - BOX 4143 - AUSTIN, TEXAS 78765-4143
CRIME RECORDS SERVICE
512 /424-7364

STEVEN C. McCCRAW COMMISSION
DIRECTOR A CYNTHIA LEON, CHAIR
DAVID G. BAKER MANNY FLORES
ROBERT J. BODISCH, SR. FAITH JOHNSON
DEPUTY DIRECTORS March 14, 2016 STEVEN P. MACH
RANDY WATSON

Ms. Leslie Pettijohn
Consumer Credit Commission
2601 N. Lamar Blvd.

Austin, TX 78705

Subject: Texas Dept. of Public Safety On-Site Audit

Dear Ms. Pettijohn:

Enclosed is the report on your recent non-criminal justice audit, which was performed on March
10, 2016 by Karen Germo and Susanne Dial-Herrera, Field Representatives from the Texas
Department of Public Safety. The audit consisted of an interview with Mirand Zepeda, as
designated by your agency. The interview specifically covered the non-criminal justice audit
process as it pertains to state and federal laws.

After the interview, the auditor reviewed your organization’s access, use, dissemination, storage,
security and destruction of criminal history record information.

In order for our audit program to comply with state and federal laws, we must request that you
address the Required Actions indicated in the report. Please advise us in writing by April 23,
2016 of the actions you have taken to address the identified area(s). Failure to respond
could result in sanctions for the agency.

Please send response to:

Susie Dial-Herrera, Audit Supervisor
P O Box 4143

Austin, Texas 78765-4143
512/424-7927

Sincerely,

Mike Lesko, Deputy Assistant Director
Law Enforcement Support Division
Crime Records Service
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TEXAS DEPARTMENT OF PUBLIC SAFETY

5805 N LAMAR BLVD e BOX 4087 e AUSTIN, TEXAS 78773-0001
CRIME RECORDS SERVICE
512/424-7364

STEVEN C. McGRAW March 14, 2016 COMMISSION

A CYNTHIA LEON, CHAIR
DIRECTOR MANNY FLORES
DAVID G. BAKER FAITH JOHNSON
ROBERT J. BODISCH, SR. STEVEN P. MACH
DEPUTY DIRECTORS RANDY WATSON

NON CRIMINAL JUSTICE AUDIT REPORT
Consumer Credit Commission
OrgID 174 /STATE-ND 0101E
ORIH# TX920460Z
SUMMARY

The Texas Department of Public Safety (DPS) and Federal Bureau of Investigation (FBI) have
established audit programs for the purposes of evaluating a criminal and non-criminal justice
agency’s compliance with state and federal statutes, regulations, policies, and procedures for the
access, use, dissemination, storage, security, and destruction of criminal history record information.

TRAINING

During training, the following topics and others not listed here were discussed as baseline security
awareness for all authorized personnel with access to criminal history record information: statutes
and rules that describe the responsible access and dissemination of criminal history record
information; protection of confidential information; threats, vulnerabilities, and risks associated
with the handling of criminal history record information; visitor control and physical access to areas
containing criminal history record information; electronic storage; destruction; and penalties for
non-compliance.

As a reminder, all personnel with access to the DPS Secure Site must pass a DPS criminal history
check. If you have any questions, please contact us at 512-424-7364.

AUDIT RESULTS

The DPS Access and Dissemination Bureau’s Training and Audit Unit, recently conducted an on-
site audit in reference to the security of the criminal history record information your agency receives
from the DPS, and if applicable, the FBI. This audit report is based on Texas and Federal law
regulating the access and dissemination of criminal history record information. [Reference: Texas
Government Code 411 and the CJIS Security Policy].

AREAS AUDITED =
ACCESS TO CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.083(b) (2) requires the DPS to grant access to criminal and
non-criminal justice agencies authorized by state or federal statute, or executive order to receive”
criminal history record information. .

.
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A criminal and non-criminal justice entity must provide the DPS with the name, sex, race, date of
birth, and working title of each employee/official who will access and utilize information received
from DPS databases. The DPS will conduct a name-based criminal history record check on each
name submitted, and reserves the right to require a fingerprint-based criminal history record check
on any employee/official. Only persons approved by the DPS will be granted access to DPS
databases or information on behalf of the entity. Any person who is not granted access due to the
results of the name-based criminal history record check may dispute the findings through the
submission of their fingerprints.

Important: The DPS reserves the right to limit the number of authorized employees/officials with
access to DPS databases and information. In addition, DPS will strictly enforce the most restrictive
set of rights, privileges, and guidelines governing access to DPS databases and information.

Finding: Out of Compliance
e Former employee was not disabled as a data user.
Required Action(s):

e The agency, upon termination of individual employment, shall immediately terminate
access to CJIL.

USE OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.084(a) Criminal history record information obtained from the
department under this subchapter, including any identification information that could reveal the
identity of a person about whom criminal history record information is requested and information
that directly indicates or implies involvement of a person in the criminal justice system: (1)is for
the exclusive use of the authorized recipient of the information; and (2) may be disclosed or used by
the recipient only if, and to the extent that, disclosure or use is authorized or directed by: (A) this
subchapter; (B) another statute; (C) a rule adopted under a statute; or (D) an order of a court of
competent jurisdiction.

(a-1) The term "criminal history record" information under Subsection (a) does not refer to any
specific document produced to comply with this subchapter but to the information contained,
wholly or partly, in a document's original form or any subsequent form or use.

(b) Notwithstanding Subsection (a) or any other provision in this subchapter, criminal history
record information obtained from the Federal Bureau of Investigation may be released or disclosed
only to a governmental entity or as authorized by federal law and regulations, federal executive
orders, and federal policy. 0

(¢) An agency or individual may not confirm the existence or nonexistence of criminal hlstory
record information to any person that is not eligible to receive the information.

(d) If your agency is utilizing the Fingerprint-based Applicant Clearinghouse of Texas (FACT), .
records must be unsubscribed to when you are no longer entitled to access the 1nformat10n per
Government Code 411.0845. s
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Finding: Out of Compliance

e There was no supporting documentation for two of the thirty nine name-based CCH
searches performed. There were also four fingerprint subscriptions of the fifteen
verified that had no documentation for purpose.

Required Action(s):

e The agency shall retain audit records for at least one (1) year. Once the minimum
retention time period has passed, the agency shall continue to retain audit records until
it is determined they are no longer needed for administrative, legal, audit, or other
operational purposes.

DISSEMINATION OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.083(a) Criminal history record information maintained by the
department is confidential information for the use of the department and, except as provided by this
subchapter, may not be disseminated by the department. (b) The department shall grant access to
criminal history record information to: (1) criminal justice agencies; (2) non-criminal justice
agencies authorized by federal statute or executive order or by state statute to receive criminal
history record information.

(d) The department is not required to release or disclose criminal history record information to any
person that is not in compliance with rules adopted by the department under this subchapter or rules
adopted by the Federal Bureau of Investigation that relate to the dissemination or use of criminal
history record information.

Important: Access to DPS and FBI criminal history record information by authorized
employees/officials is subject to cancellation if dissemination of information is made outside the
receiving department, related agency, or authorized entity. In addition, access to DPS and FBI
criminal history record information may not be disseminated to a person not authorized fo receive
the information. Criminal penalties (Government Code 411.085) are also in place for the improper
dissemination of criminal history record information.

Finding: In-Compliance
Required Action(s): None
STORAGE AND SECURITY OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Agencies are required to establish appropriate administrative, technical, and physical
safeguards to ensure the security and confidentiality of records and to protect against any

anticipated threats or hazards to their security and integrity. b

Per the DPS Databases and CJIS Security Policy: the computer site and/or terminal area must have
adequate physical security to protect against any unauthorized personnel gaining access to the
computer equipment or to any stored data; the location of all criminal history record information
received from the DPS and FBI must have adequate physical security to protect against any™
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unauthorized viewing or access to displayed, stored or printed criminal history record information at
all times; passwords must be secure to prevent unauthorized access; the auto save password feature
should be disabled to prevent unauthorized logon; ensure that computer terminals have session lock
features of less than thirty minutes; user access must be terminated when access is no longer
authorized; file cabinets must have locks.

Finding: Out of Compliance

Individuals that are no longer licensed or expired have not been unsubscribed to in the
Clearinghouse per GC §411.0845. At the time of the audit, the agency’s policy was not
available in regards to not unsubscribing to licensees until 180 days after expiration of
license.

CCH and fingerprint card information scanned into their Document Management
system has not been removed.

Database storing CHRI could not be verified if it is encrypted.

One monitor allows unauthorized viewing as it is by the door and can be viewed by all
that pass by.

Password was auto saved.

The DPS Secure Site online training had not been taken by several data users at the
time of the audit.

The CJIS Security Awareness Training had individuals entered but none had taken the
training at the time of the audit.

IT individuals that have access to the Document Management database containing CJI
have not been vetted.

Required Action(s):

Unsubscribe to records upon end of license or employment as you are no longer
entitled to access the CHRI per TX GC§411.0845. If there is a regulation in place to
this effect, we would need a copy, and it must be approved by DPS in order to coexist
with the current statute.

Recommend purging all old CHRI from system and over writing.
Electronic storage should be encrypted and a FIPS certification provided.

The agency shall control physical access to information system devices that disp‘léy CJI
and shall position information system devices in such a way as to prevent unauthorized
individuals from accessing and viewing CJI. ¢
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o Secure Site online training is mandatory for all DPS Secure Site approved data users.

e Basic security awareness training shall be required within six months of initial
assignment, and biennially thereafter, for all personnel who have access to CJL

e These requirements apply to all personnel who have access to unencrypted CJI
including those individuals with only physical or logical access to devices that store,
process or transmit unencrypted CJI. For your employees:

To verify identification, a state of residency and national fingerprint-based
record checks shall be conducted within 30 days of assignment.

Basic security awareness training shall be required within six months of initial
assignment, and biennially thereafter, for all personnel who have access to CJIL.

DESTRUCTION OF CRIMINAL HISTORY RECORD INFORMATION
Policy: Destruction of criminal history record information must be performed by authorized
personnel. Agencies with access to criminal history record information must follow their 411 statute
and the CJIS Security Policy regarding the destruction of criminal history record information. If the
411 statute does not provide a destruction timeframe, then the agency should follow the
recommended timeframe presented during training or contact the training and audit unit to discuss a
reasonable timeframe.
Finding: In-Compliance
Required Action(s): None
OTHER RECOMMENDATIONS OR MINOR INFRACTIONS:

e Secure Site users were unaware of the DPS Security policy.

o There was no policy in place at the time of the audit that would guide the treatment of

CHRI.

Sincerely,

usanne Dial-Herrera, Supervisor
Audit and Training Unit
Access and Dissemination Bureau
Crime Records Service
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TEXAS OFFICE or CONSUMER I
CREDIT COMMISSIONER

April 22, 2016

Mike Lesko

Texas Department of Public Safety
5805 N. Lamar Blvd. - Box 4143
Austin, Texas 78765-4143

RE: OCCC’s Response to Non-Criminal Justice Audit Report
OrglD 174/STATE-ND 0101E; ORI#TX920460Z

Dear Mr. Lesko:

We have received your report dated March 14, 2016 regarding the audit conducted on March
10, 2016 identified above. After reviewing the report’s findings, the Office of Consumer Credit
Commissioner (OCCC) has addressed the issues identified, and taken the required actions, as
further described below.

Access to criminal history record information

Finding and Required Action: The audit found that a former employee was not disabled as a
data user. Based on this finding, DPS required the OCCC to terminate an employee’s access to
CJl immediately upon termination of employment.

Response: The former employee identified in the report had left the agency’s employment four
business days before the audit was conducted. Following the audit, the OCCC disabled this
employee’s login access to the DPS computerized criminal history database. The OCCC has
also revised its procedures to disable the access of an employee to CJl immediately upon
termination.

Use of criminal history record information

Finding and Required Action: The audit found that there was no supporting documentation

for two of the thirty-nine name-based CCH searches performed, and there were four fingerprint
subscriptions of the fifteen verified that had no documentation for purpose. The audit required
the agency to retain audit records for at least one year, and no longer needed for any purpose.

Response: The OCCC believes there is a typographical error in this finding. Specifically, the
audit verified fifty (50) rather than fifteen (15) fingerprint subscriptions. Of these 50, the OCCC
was not able to verify the purpose of four subscriptions during the audit. After the audit, the
OCCC was able to verify that one subscription was initiated in connection with an active license.

2601 N. Lamar Blvd: Austin, TX 78705 http//occc.texas.gov P 512-936-7605 F 512-936-7610 14



Response to DPS Audit
Page 2 of 4

The agency continues to believe that these three issues related to applicants for a license
during the test period. The agency suspects that these three anomalies resulted from a loss of
certain data fields during a transfer of data from the previous licensing database into the current
(ALECS) licensing system. The agency will continue its efforts to identify the historical facts
related to this problem, and to identify any additional anomalies in order to ensure future
compliance.

The agency is currently reviewing and revising its records retention policy pursuant to Texas
law. However, the OCCC currently retains, and will continue to retain, application, license, and
registration information for at least one year and until no longer needed for any purpose. In
addition, the OCCC continues to enhance systems, databases, and processes to make relevant
information easily accessible.

Storage and security of criminal history record information

Finding and Required Action: The audit found that individuals that are no longer licensed had
not been unsubscribed to the DPS clearinghouse. The audit required the agency to
unsubscribe to records upon the end of a license or employment.

Response: In order to unsubscribe persons, DPS requires the agency to identify each person
by a state issued identification number (SID). This number is generated by DPS, and the
OCCC does not capture or retain this number as part of its licensing activities. As a resul, it is
very difficult as a practical matter for the OCCC to accurately identify and efficiently unsubscribe
individuals after the expiration of their license.

Before the audit, the OCCC identified 2,529 persons who should be unsubscribed based on
exact name matches. On two occasions (March 7, 2016 and March 11, 2016), the agency
attempted to unsubscribe these persons. However, the agency has been unable to obtain
confirmation from DPS that these attempts were successful. Therefore, the OCCC requests
DPS assistance to clarify and resolve this situation.

The OCCC has identified an additional 6,358 persons who may need to be unsubscribed, but
was unable to obtain an exact name match. The agency is concerned that some of these
individuals are actively licensed. If so, the act of unsubscribing would prevent the agency from
receiving future criminal justice information about these persons and taking appropriate action
based on such information. While the agency continues to seek possible solutions, we request
DPS assistance to clarify and resolve this situation.

Finding and Required Action: The agency was not able to produce its policy justification for
continuing subscriptions for 180 days after expiration of a license. The audit required the
agency to produce its policy justification.

Response: Section 349.303 of the Finance Code permits a person to pay a late filing fee, and
renew an expired license not later than the 180" day after its expiration. A significant number of
expired licenses are renewed in this manner each year. Accordingly, the agency retains
authority to monitor CJI concerning such expired licenses until the 181% day after expiration.

2601 N. Lamar Blvd: Austin, TX 78705 www.occe.texas.gov P 512-936-7605 F 512-936-76101 5



Response to DPS Audit
Page 3 of 4

Finding and Required Action: The audit found the agency could not verify if CHRI stored in
its database was encrypted. The audit report recommended that the agency to purge and
overwrite all old CHRI from its system, and encrypt all data.

Response: The OCCC has purged all old CHRI from the document manager system and we
are no longer electronically storing any CHRI information. This action was confirmed by email
sent by the OCCC'’s Mirand Zepeda to Karen Germo and Susanne Dial-Herrera on March 18,
2016.

Finding and Required Action: The audit found one computer monitor was positioned to allow
unauthorized viewing, and that a password on one computer was automatically saved. The
report required the agency to control access to information systems that display CJl and prevent
unauthorized access.

Response: A privacy screen was purchased for the computer monitor to prevent unauthorized
viewing, and the automatically saved password has been deleted. Users have received
refresher training on security measures.

Finding and Required Action: The audit found that several users had not taken the DPS
Secure Site online training, and that no user had taken the CJIS Security Awareness Training.
The report required the agency to ensure all users take the required training within the
prescribed deadlines.

Response: All OCCC users of the DPS Secure Site have completed the required training. All
OCCC staff with access to CJl have completed the CJIS tfraining.

Finding and Required Action: The report found that IT staff with access to the Document
Management database containing CJI had not been subject to a background check. The report
requires all employees with access to CJl to be subject to a “state of residency and national
fingerprint-based record check” within 30 days of employment.

Response: The agency believes this finding was made in error. All staff with access to CJI
have been identified as users, and DPS has conducted a name-based background check on all
users. Page two of the audit report states that DPS runs a name-based check on all OCCC
users, and reserves the right to run fingerprint-based check if necessary. This statementis
consistent with the clarification DPS Auditor Karen Germo gave to the OCCC on April 4, 2016.

In addition, we have reviewed the FBI's Criminal Justice Information (CJIS) Security Policy;
Version 5.4 dated October 6, 2015. Appendix J to this document is a supplemental guide for
noncriminal justice agencies such as the OCCC. At the bottom of page J-7, this document
states "Agencies located within states that have not passed legislation authorizing or requiring
civil fingerprint-based background checks are exempted from this requirement until such time as
appropriate legislation has been written into law.” (Similar language was included in the prior
edition [Version 5.3, dated August 4, 2014] at pages J1-J2). Texas law does not currently
authorize or require such checks. Therefore, the OCCC is exempt from the fingerprint-based
records check requirement.

2601 N. Lamar Blvd: Austin, TX 78705 www.occc.texas.gov P 512-936-7605 F 512-936-76104 6



Response to DPS Audit
Page 4 of 4

Conclusion

The OCCC continues to work to maintain the security and integrity of CHRI, and welcomes the
opportunity to focus on these processes and procedures. Consistency in communication
between our respective agencies can help us work together as we move forward.

Respectfully,

Leslie Pettijohn
Commissioner

2601 N. Lamar Blvd: Austin, TX 78705 www.occe.texas.gov P 512-936-7605 F 512-936-76101 7
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Texas Department of Banking
Outstanding Audit Findings Report as of June 1, 2016

The agency has no outstanding audit issues.
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TEXAS DEPARTMENT OF PUBLIC SAFETY

5805 N. LAMAR BLVD. - BOX 4143 - AUSTIN, TEXAS 78765-4143
CRIME RECORDS SERVICE
5121 424-7364

COMMISSION
A CYNTHIA LEON, CHAIR
MANNY FLORES
FAITH JOHNSON
STEVEN P. MACH
RANDY WATSON

STEVEN C. McCRAW
DIRECTOR
DAVID G. BAKER

ROBERT J. BODISCH, SR,
DEPUTY DIREGTORS March 15, 2016

Ms. Carrie Lemke

Texas Banking Commission
2601 N. Lamar Blvd
Austin, TX 78705

Subject: Texas Dept. of Public Safety On-Site Audit

Dear Ms. Lemke:

Enclosed is the report on your recent non-criminal justice audit, which was performed on April
12, 2016 by Karen Germo and Esmeralda Romero, Field Representatives from the Texas
Department of Public Safety. The audit consisted of an interview with you, as designated by
your agency. The interview specifically covered the non-criminal justice audit process as it
pertains to state and federal laws.

After the interview, the auditor reviewed your organization’s access, use, dissemination, storage,
security and destruction of criminal history record information.

In order for our audit program to comply with state and federal laws, we must request that you
address the Required Actions indicated in the report. Please advise us in writing by May 25,
2016 of the actions you have taken to address the identified area(s). Failure to respond
could result in sanctions for the agency.

Please send response to:

Susie Dial-Herrera, Audit Supervisor
P O Box 4143

Austin, Texas 78765-4143
512/424-7927

Sincerely,

Mike Lesko, Deputy Assistant Director
Law Enforcement Support Division
Crime Records Service
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TEXAS DEPARTMENT OF PUBLIC SAFETY

5805 N LAMAR BLVD « BOX 4087 » AUSTIN, TEXAS 78773-0001
CRIME RECORDS SERVICE
512/424-7364

i COMMISSION
STEVEN C. MeCRAW ‘ April 15, 2016 popouMissIo
DAVID & BAKER MANNY FLORES
ROBERT J. BODISCH, 5R. SF%L%;%HmSA%ﬁ
DEPUTY DIRECTORS STEVEN P. MACH

NON-CRIMINAL JUSTICE AUDIT REPORT
Texas Banking Commission
OrglD 824 / State-ND 0101 E
ORFE TX920450Z
SUMMARY

The Texas Department of Public Safety (DPS) and Federal Bureau of Investigation (FBI) have
established audit programs for the purposes of evaluating a criminal and non-criminal justice
agency’s compliance with state and federal statutes, regulations, policies, and procedures for the
access, use, dissemination, storage, security, and destruction of criminal history record information.

TRAINING

During training, the following topics and others not listed here were discussed as baseline security
awarencss for all authorized personnel with access to criminal history record information: statutes
and rules that describe the responsible access and dissemination of criminal history record
information; protection of confidential information; threats, vulnerabilities, and risks associated
with the handling of criminal history record information; visitor control and physical access to areas
containing criminal history record information; electronic storage; destruction; and penalties for
non-compliance.

As a reminder, all personnel with access to the DPS Secure Site must pass a DPS criminal history
check. If you have any questions, please contact us at 512-424-7364.

AUDIT RESULTS

The DPS Access and Dissemination Bureau’s Training and Audit Unit, recently conducted an on-
site audit in reference to the security of the criminal history record information your agency receives
from the DPS, and if applicable, the FBI, This audit report is based on Texas and Federal law
regulating the access and dissemination of criminal history record information. [Reference: Texas
Government Code 411 and the CJIS Security Policy].

AREAS AUDITED
ACCESS TO CRIMINAL HISTORY RECORD INFORMATION
Policy: Texas Government Code 411.083(b) (2) requires the DPS to grant access to criminal and

non-criminal justice agencies authorized by state or federal statute, or executive order to receive
criminal history record information.
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A criminal and non-criminal justice entity must provide the DPS with the name, sex, race, date of
birth, and working title of each employee/official who will access and uvtilize information received
from DPS databases. The DPS will conduct a name-based criminal history record check on each
name submitted, and reserves the right to require a fingerprint-based criminal history record check
on any employee/official. Only persons approved by the DPS will be granted access to DPS
databases or information on behalf of the entity. Any person who is not granted access due to the
results of the name-based criminal history record check may dispute the findings through the
submission of their fingerprints.

Important: The DPS reserves the right to limit the number of authorized employees/officials with
access to DPS databases and information. In addition, DPS will strictly enforce the most restrictive
set of rights, privileges, and guidelines governing access to DPS databases and information.

Finding: In-Compliance
Required Action(s): None
USE. OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.084(a) Criminal history record information obtained from the
department under this subchapter, including any identification information that could reveal the
identity of a person about whom criminal history record information is requested and information
that directly indicates or implies involvement of a person in the criminal justice system: (1) is for
the exclusive use of the authorized recipient of the information; and (2) may be disclosed or used by
the recipient only if, and to the extent that, disclosure or use is authorized or directed by: (A) this
subchapter; (B) another statute; (C) a rule adopted under a statute; or (D) an order of a court of
competent jurisdiction.

(a-1} The term "criminal history record" information under Subsection (a) does not refer to any
specific document produced to comply with this subchapter but to the information contained,
wholly or partly, in a document's original form or any subsequent form or use.

(b) Notwithstanding Subsection (a) or any other provision in this subchapter, criminal history
record information obtained from the Federal Bureau of Investigation may be released or disclosed
only to a governmental entity or as authorized by federal law and regulations, federal executive
orders, and federal policy.

(c) An agency or individual may not confirm the existence or nonexistence of criminal history
record information to any person that is not eligible to receive the information.

(d) If your agency is utilizing the Fingerprint-based Applicant Clearinghouse of Texas (FACT),
records must be unsubscribed to when you are no longer entitled to access the information, per
Government Code 411.0845.

Finding: Out of Compliance

» CHRI that is received prior to an application being submitted, is an unauthorized
purpose.

Re R
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¢ Several CCH records had no supporting documentation.
Required Action(s):

o CHRI searches shall be performed only for authorized purposes. (IX GC §411.092) In
order to be an applicant for employment or licensing purposes, a2 completed
application must be received by the agency before any CHRI is initiated or received.
The FAST Pass / Service Code should be provided to individuals after the application
is received and removed from unfettered online access.

e The agency shall retain audit records for at least one (1) year. Once the minimum
retention time period has passed, the agency shall continue to retain audit records until
it is determined they are no longer needed for administrative, legal, audit, or other
operational purpeses. (CJIS Security Policy)

DISSEMINATION OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.083(a) Criminal history record information maintained by the
department is confidential information for the use of the department and, except as provided by this
subchapter, may not be disseminated by the department. (b) The department shall grant access to
criminal history record information to: (1) criminal justice agencies; (2) non-criminal justice
agencies authorized by federal statute or executive order or by state statute to receive criminal
history record information.

(d) The department is not required to release or disclose criminal history record information to any
person that is not in compliance with rules adopted by the department under this subchapter or rules
adopted by the Federal Bureau of Investigation that relate to the dissemination or use of criminal
history record information.

Important: Access to DPS and FBI criminal history record information by authorized
employees/officials is subject to cancellation if dissemination of information is made outside the
receiving department, related agency, or authorized entity. In addition, access to DPS and FBI
criminal history record information may not be disseminated fo a person not authorized to receive
the information. Criminal penalties (Government Code 411.085) are also in place for the improper
dissemination of criminal history record information.

Finding: In-Compliance

Required Action(s): None

STORAGE AND SECURITY OF CRIMINAL HISTORY RECORD INFORMATION
Policy: Agencies are required fo establish appropriate administrative, technical, and physical
safeguards to ensure the security and confidentiality of records and to protect against any

anticipated threats or hazards to their security and integrity.

Per the DPS Databases and CJIS Security Policy: the computer site and/or terminal area must have
adequate physical security to protect against any unauthorized personnel gaining access to the
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computer equipment or to any stored data; the location of all criminal history record information
received from the DPS and FBI must have adequate physical security to protect against any
unauthorized viewing or access to displayed, stored or printed criminal history record information at
all times; passwords must be secure to prevent unauthorized access; the auto save password feature
should be disabled to prevent unauthorized logon; ensure that computer terminals have session lock
features of less than thirty minutes; user access must be terminated when access is no longer
authorized; file cabinets must have locks.

Finding: Out of Compliance

e The agency has not unsubscribed to CHRI of individuals that are no longer associated
with the Banking Commission under GC§411.092,

e The agency is scanning CHRI into their data management system of which the server
is housed in the IT’s area on the third floor. The IT is able access the information on
that system yet they have not been vetted per the CJIS Security Policy.

o The required Secure Site training had not been completed by all approved data users.

e The CJIS Security Awareness training had not been taken by all users with access to
CHRI.

» At this time, per their I'T Joe Broz, any CHRI that may be deleted from the server is
not overwritten and can be recreated.

o Secure Site passwords were auto saved on the computers.
Required Action(s):

¢ Unsubscribe to records upon end of contract, licensing or employment as you are no
longer entitled to access the CHRI. (TX GC§411.0845)

e To verify identification, a state of residency and national fingerprint-based record
checks shall be conducted within 30 days of assignment for all personnel who have
direct contact to CJI and those who have direct responsibility to configure and

maintain computer systems and networks with direet access to CJIL.

¢ Secure Site online training is mandatory for all DPS Secure Site approved data users.

¢ Basic security awareness training shall be required within six months of initial
assignment, and biennially thereafter, for all personnel who have access to CJL

o All deleted CCH information shall me overwritten or degaussed by IT.

s Disable the auto save feature for passwords to prevent unauthorized logon.

Rev2d
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DESTRUCTION OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Destruction of criminal history record information must be performed by authorized
personnel. Agencies with access to criminal history record information must follow their 411 statute
and the CJIS Security Policy regarding the destruction of criminal history record information. If the
411 statute does not provide a destruction timeframe, then the agency should follow the
recommended timeframe presented during training or contact the training and audit unit to discuss a
reasonable timeframe.

Finding: In-Compliance

Required Action(s): None

OTHER RECOMMENDATIONS OR MINOR INFRACTIONS:

¢ Review the DPS Security Policy located on the Secure Site periodically for updates.

Sincerely,

"/ Susanne Dial-Herrera, Supervisor
- Audit and Training Unit
Access and Dissemination Bureau
Crime Records Service

RevidE |
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TEXAS DEPARTMENT OF BANKING

2601 North Lamar Blvd,, Austin, Texas 78705
512-475-1300 /87 7-276-5554
www.dob.texas.gov

Charles G. Cooper
Commissioner

May 18, 2016

Ms. Susie Dial-Herrera

Audit Supervisor

Texas Department of Public Safety
P.O. Box 4143

Austin, TX 78765-4143

RE:  Texas Department of Public Safety (“DPS”) On-Site Audit

Dear Ms. Dial-Herrera:

Thank you for providing the result of the recent onsite audit and for providing an opportunity to
respond. Please find attached a listing of the findings from the above mentioned audit report
along with corrective action. The Department of Banking is committed to the security of the
criminal history information and takes the audit findings seriously. The guidance that Ms. Karen

(Germo provided during the audit is much appreciated.

You may reach me at (512) 475-1322 or dfrasier@dob.texas.gov if you have any questions.

// i
Daniel B. Frasier /
Director of Corporafe Activities

DBF/cl
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Ms. Dial-Herrera May 18,2016
2

USE OF CRIMINAL HISTORY RECORD INFORMATION
Findings:

e CHRI that is received prior to an application being submitted, is an unauthorized purpose.
* Several CCH records had no supporting documentation.

Explanation: For clarification, the Department did not request fingerprints to be taken prior to
receiving an application. However, it was common for an applicant to have their fingerprints
submitted for processing prior to the applicant submitting their application to the Department
of Banking (“Department”).

Corrective Action: information about how to submit fingerprints to the Department was taken
off of our website and out of application materials effective May 11, 2016. In its piaceﬁ, we will
notify potential applicants that fingerprint instructions will only be provided upon recéipt ofan
application or the Authority to Release Information form. Additionally, we will inform applicants
that they must not submit fingerprints to IdentGo prior to receiving fingerprint instructions from
us. The Department will continue to retain documentation supporting the reason that Criminal
History Record Information (CHRI) was obtained for at least one year.

STORAGE AND SECURITY OF CRIMINAL HISTORY RECORD INFORMATION
Findings:

¢ The agency has not unsubscribed to CHRI of individuals that are no longer associated with the
Banking Commission under GC§411.092.

Corrective Action: Effective May 11, 2016, the Department has unsubscribed from CHRI of all
individuals except those that are currently undergoing an open background check. Our
processes and procedures have been revised to unsubscribe to CHRI once a decision on the
application has been made. '

» The agency is scanning CHRI into their data management system of which the server is housed
in the I7’s area on the third floor. The IT is able [to] access the information on that system yet
they have not been vetted per CJIS Security Policy.

Corrective Action: Effective May 10, 2016, all CHRI data has been removed from electronic
systems. Going forward, we will only keep physical CHRI in locked cabinets, and will not retain
CHRI in an electronic format. As a result, IT personnel will no longer have access to CHRI.

2601 N. Lamar Blvd., Austin, Texas 78705 27
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Ms. Dial-Herrera : May 18, 2016

3

The required Secure Site training had not been completed by all approved data users.

Corrective Action: The one individual that was identified as not having completed training
completed their training on March 8, 2016. Going forward, training will be monitored at least
annually to ensure that all required training for Secure Site users have been completed.

The CJIS Security Awareness training had not been taken by all users with access to CHRI.

Corrective Action: The one individual that had not completed required training at the time of
the audit completed required training on April 25, 2016. Going forward, training will be
monitored at teast annually to ensure that all users with access to CHR! have completed their
training.

At this time, per their IT Joe Broz, and CHRI that may be deleted from the server is not
overwritten and can be recreated.

Corrective Action: Effective May 10, 2016, all CHRI data has been removed from electronic
systems. Furthermore, as of May 18, 2016, the Department finished running Microsoft’s
SDelete (Secure Delete) on the Imaging server’s “D” drive which held the former CHRI data.
SDelete implements the Department of Defense clearing and sanitizing standard DOD 5220.22-
M, to ensure all deleted files are gone forever. Going forward, we will only keep physical CHR!
in locked cabinets, and will not retain CHRI in an electronic format.

Secure Site passwords were auto saved on computers.

Corrective Action: Effective April 12, 2016, the saved passwords were removed, and employees
were reminded that Secure Site passwords are not to be saved on their computers. Periodic
checks by our IT security staff throughout the year will be conducted to ensure passwords are

not being retained in the web browser.

2601 N. Lamar Blvd., Austin, Texas 78705 28
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TEXAS DEPARTMENT OF PUBLIC SAFETY

5805 N. LAMAR BLVD. - BOX 4143 - AUSTIN, TEXAS 78765-4143
CRIME RECORDS SERVICE
5121 424-7364

STEVEN G. McCRAW COMMISSION
@ A CYNTHIA LEON, CHAIR

DIRECTOR
DAVID G, BAKER

ROBERT J. BODISCH, SR. Apl‘ﬂ 15, 2016

DEPUTY DIRECTORS

MANNY FLORES
FAITH JOHNSON
STEVEN P, MACH

@ RANDY WATSON
M C y fo; b

Texas Dept. of Banking - Technology A7y &
2601 N. Lamar Blvd. G
Austin, TX 78705 ¥ %8,

s N

Subject: Texas Dept. of Public Safety On-Sitc Audit

Dear Ms. Moreno:

Enclosed is the report on your recent non-criminal justice audit, which was performed on April
12, 2016 by Karen Germo and Esmerelda Romero, Field Representatives from the Texas
Department of Public Safety. The audit consisted of an interview with you, as designated by
your agency, along with Lorisa Wright. The interview specifically covered the non-criminal
justice audit process as it pertains to state and federal laws.

After the interview, the auditor reviewed your organization’s access, use, dissemination, storage,
security and destruction of criminal history record information.

~ In order for our audit program to comply with state and federal laws, we must request that you
address the Required Actions indicated in the report. Please advise us in writing by May 25,
2016 of the actions you have taken to address the identified area(s). Failure to respond
could result in sanctions for the agency.

Please send response to:

Susie Dial-Herrera, Audit Supervisor
P O Box 4143

Austin, Texas 78765-4143
512/424-7927

Sincerely,

Mike Lesko, Deputy Assistant Director
Law Enforcement Support Division
Crime Records Service

ML/kpg
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TEXAS DEPARTMENT- OF PUBLIC SAFETY

5805 N LAMAR BLVD « BOX 4087 » AUSTIN, TEXAS 78773-0001
CRIME RECORDS SERVICE
512/424-7364

i : COMMISSION
STEVEN C. MocRAW April 15,2016 ACYNTHIA LEON, CHAIR
DAVID &, BAKER MANNY FLORES
ROBERT J. BODISGH, SR, FAITH JOHNSON
DEPUTY DIRECTORS RANDY WATSON

NON-CRIMINAL JUSTICE AUDIT REPORT
Banking Commission - Technology
OrglD 14816 / Tech-ND
ORIt TX9235367Z

SUMMARY

The Texas Department of Public Safety (DPS) and Federal Bureau of Investigation (FBI) have
established audit programs for the purposes of evaluating a criminal and non-criminal justice
agency’s compliance with state and federal statutes, regulations, policies, and procedures for the
access, use, dissemination, storage, security, and destruction of criminal history record information.

TRAINING |

During training, the following topics and others not listed here were discussed as baseline security
awareness for all authorized personnel with access to criminal history record information: statutes
and rules that describe the responsible access and dissemination of criminal history record
information; protection of confidential information; threats, vulnerabilities, and risks associated
with the handling of criminal history record information; visitor control and physical access to areas
containing criminal history record information; electronic storage; destruction; and penalties for
non-compliance.

As areminder, @/l personnel with access to the DPS Secure Site must pass a DPS criminal history
check. If you have any questions, please contact us at 512-424-7364.

AUDIT RESULTS

The DPS Access and Dissemination Bureau’s Training and Audit Unit, recently conducted an on-
site audit in reference to the security of the criminal history record information your agency receives
from the DPS, and if applicable, the FBL. This audit report is based on Texas and Federal law
regulating the access and dissemination of criminal history record information. [Reference: Texas
Government Code 411 and the CJIS Security Policy].

AREAS AUDITED
ACCESS TO CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.083(b) (2) requires the DPS to grant access to criminal and
non-criminal justice agencies authorized by state or federal statute, or executive order to receive
criminal history record information.

A criminal and non-criminal justice entity must provide the DPS with the name, sex, race, date of

birth, and working title of each employee/official who will access and utilize information received

EQUAL OPPORTUNITY EMPLOYER
COURTESY  SERVICE « PROTECTION 30



from DPS databases. The DPS will conduct a name-based criminal history record check on each
name submitted, and reserves the right to require a fingerprint-based criminal history record check
on any employee/official. Only persons approved by the DPS will be granted access to DPS
databases or information on behalf of the entity. Any person who is not granted access due to the
results of the name-based criminal history record check may dispute the findings through the
submission of their fingerprints.

Important: The DPS reserves the right to limit the number of authorized employees/officials with
access to DPS databases and information. In addition, DPS will strictly enforce the most restrictive
set of rights, privileges, and guidelines governing access to DPS databases and information.

Finding: In-Compliance
Required Action(s): None
USE OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.084(a) Criminal history record information obtained from the
department under this subchapter, including any identification information that could reveal the
identity of a person about whom criminal history record information is requested and information
that directly indicates or implies involvement of a person in the criminal justice system: (1) is for
the exclusive use of the authorized recipient of the information; and (2) may be disclosed or used by
the recipient only if, and to the extent that, disclosure or use is authorized or directed by: (A) this
subchapter; (B) another statute; (C) a rule adopted under a statute; or (D) an order of a court of
competent jurisdiction.

(a-1) The term "criminal history record"” information under Subsection (a) does not refer to any
specific document produced to comply with this subchapter but to the information contained,
wholly or partly, in a document's original form or any subsequent form or use.

(b) Notwithstanding Subsection (a) or any other provision in this subchapter, criminal history
record information obtained from the Federal Bureau of Investigation may be released or disclosed
only to a governmental entity or as authorized by federal law and regulations, federal executive

orders, and federal policy.

(¢) An agency or individual may not confirm the existence or nonexistence of criminal history
record information to any person that is not eligible to receive the information.

(d) If your agency is utilizing the Fingerprint-based Applicant Clearinghouse of Texas (FACT),
records must be unsubscribed to when you are no longer entitled to access the information, per
Government Code 411.0845.

Finding: Out of Compliance

» The agency is utilizing their State IT account to fingerprint and run name based
searches on all of the agency’s applicants, employees and contractors, not just for I'T
employee purposes.

" RBvked
ou



Required Action(s):

o CHRI searches shall be performed only for authorized purposes. The Government
Code for this account is §411.1405 for IT personnel only. Refrain from utilizing this
account for any other type of personnel.

Legislation was modified effective September 1, 2013 on your regular Banking
Commission account which is under GC §411.092 that allowed you fo perform criminal
history searches of your employees and contractors on that account with the
ORI#TX920450Z.

Your IT employees may be run under either account.

DISSEMINATION OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Texas Government Code 411.083(a) Criminal history record information maintained by the
departrment is confidential information for the use of the department and, except as provided by this
subchapter, may not be disseminated by the department. (b) The department shall grant access to
criminal history record information to: (1) criminal justice agencies; (2) non-criminal justice
agencies authorized by federal statute or executive order or by state statute to receive criminal
history record information.

(d) The department is not required to release or disclose criminal history record information to any
person that is not in compliance with rules adopted by the department under this subchapter or rules
adopted by the Federal Burcau of Investigation that relate to the dissemination or use of criminal
history record information.

Important: Access to DPS and FBI criminal history record information by authorized
employees/officials is subject to cancellation if dissemination of information is made outside the
receiving department, related agency, or authorized entity. In addition, access to DPS and FBI
criminal history record information may not be disseminated to a person not authorized to receive
the information. Criminal penalties (Government Code 411.085) are also in place for the improper
dissemination of criminal history record information.

Finding: In-Compliance
Required Action(s): None
STORAGE AND SECURITY OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Agencies are required to establish appropriate administrative, technical, and physical
safeguards to ensure the security and confidentiality of records and to protect against any
anticipated threats or hazards to their security and integrity.

Per the DPS Databases and CJIS Security Policy: the computer site and/or terminal area must have
adequate physical security to protect against any unauthorized personnel gaining access to the
computer equipment or to any stored data; the location of all criminal history record information
received from the DPS and FBI must have adequate physical security to protect against any
unauthorized viewing or access to displayed, stored or printed criminal history record information at
all times; passwords must be secure to prevent unauthorized access; the auto save password feature
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should be disabled to prevent unauthorized logon; ensure that computer terminals have session lock
features of less than thirty minutes; user access must be terminated when access is no longer
authorized; file cabinets must have locks.

Finding: Out of Compliance
¢ The DPS Secure Site training had not been completed.

s CJIS Security Awareness Training had not been taken by all individuals having access
to CHRI.

Required Action(s):
e Secure Site online training is mandatory for all DPS Secure Site approved data users.

¢ Basic security awareness training shall be required within six months of initial
assignment, and biennially thereafter, for all personnel who have access to CJI. (CJIS
Security Policy)

DESTRUCTION OF CRIMINAL HISTORY RECORD INFORMATION

Policy: Destruction of criminal history record information must be performed by authorized
personnel. Agencies with access to criminal history record information must follow their 411 statute
and the CJIS Security Policy regarding the destruction of criminal history record information. If the
411 statute does not provide a destruction timeframe, then the agency should follow the
recommended timeframe presented during training or contact the training and audit unit to discuss a

reasonable timeframe.
Finding: In Compliance
Required Action(s): None

OTHER RECOMMENDATIONS OR MINOR INFRACTIONS:

o Review the DPS Access & Dissemination Security Policy located on the Secure Site
periodically for updates.

» Both Government Codes were provided to the agency at the time of the audit.
GC§411.1405 that covers this account and GC§411.092 that relates to their other

account and employees.

Sincerely,

usanne Dial-Herrera, Supervisor
Audit and Training Unit
Access and Dissemination Bureau
Crime Records Service
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TEXAS DEPARTMENT OF BANKING

2601 North Lamar Blvd,, Austin, Texas 78705
512-475-1300 /877-276-5554
www.dob,texas.gov

Charles G, Cooper
Commissioner

May 10, 2016

Susie Dial-Herrera, Audit Supervisor

Texas Department of Public Safety

P.O.Box 4146

Austin, Texas 78765-4143

RE: Response to Texas Department of Public Safety (DPS) On-Site Audit

Ms. Dial-Herrera:

In response to the Required Actions for findings during the on-site audit of the Texas Department of
Banking on April 12, 2016, the following actions have been taken by the Department:

Use of Criminal History Record Information

The Department has ceased use of the IT account under Government Code §411.1405, except for IT
staff,

Further, the Department submitted a request for a new ORI to the DPS Criminal History Support
Supervisor on May 6, 2016, to run applicant, employee and contractor fingerprints under
Government Code §411,092 (see attached). We have received an email indicating the application is
under review.

Storage and Security of Criminal History Record Information

Users Corina Moreno and Lori Wright have completed all required training as noted on the attached
print screens from the DPS system,

User Brenda Medina has been removed from access to the DPS secure site as she is not a regular
user, which resulted in her failing to meet the training requirements. The remaining users will
continue to comply with the required training requirements.

Lastly, the DPS Access and Dissemination Security Policy will be periodically reviewed for updates.

Please feel free to call me directly at (512) 475-1280 or Lori Wright, Human Resources Manager at
(512) 475-1345 with any questions or if you need further information.

Sincerely,

Stephanie Newberg
Deputy Commissioner
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Garza/Gonzalez & Associates

CERTIFIED PUBLIC ACCOUNTANTS

Finance Commission Members and
Finance/Audit Committee Members
Office of Consumer Credit Commissioner

Austin, Texas

We performed tests of management’s assertion about the effectiveness and efficiency of the
internal control structure over the Motor Vehicle Sales Finance (MVSF) Examinations area of
the Office of Consumer Credit Commissioner (OCCC); and, its compliance with the Texas
Finance Code, Texas Administrative Code, and OCCC'’s established policies and procedures,
as applicable to the MVSF Examinations area, for the 7 months ended March 31, 2016.

The results of our tests disclosed that such controls were adequate and no material instances
of noncompliance were noted; however, we noted certain matters that are included in this report,
that are opportunities for strengthening internal controls and ensuring compliance with State
requirements and OCCC’s established policies and procedures. We also performed a follow-
up of the findings that were presented in the prior year annual internal audit report and this report
reflects the implementation status of those matters; and, includes all information required for the
State of Texas Internal Audit Annual Report requirements.

We have discussed the comments and recommendations from the MVSF Examinations audit;
and, the implementation status from the follow-up performed, with various OCCC personnel,
and we will be pleased to discuss them in further detail; to perform an additional study of these
matters; or, to assist you in implementing the recommendations.

ool

May 13, 2016

207 Arden Grove

San Antonio, TX 78215 1

210/227-1389 37
Fax 227-0716



OFFICE OF CONSUMER CREDIT COMMISSIONER
Annual Internal Audit Report
Fiscal Year 2016

INTRODUCTION

The Office of Consumer Credit Commissioner (OCCC) operates pursuant to Texas Finance Code,
§14.001, and under the oversight of the Texas Finance Commission, who appoints the consumer credit
commissioner. OCCC has authority to regulate consumer credit transactions and interest rates in
Texas, offers protection to consumers, coordinates educational efforts aimed at consumers and industry
alike, and advises lenders on compliance issues.

OCCC'’s primary task is to license and examine finance companies, home equity and junior lien
mortgage lenders, residential mortgage loan originators, payday lenders, signature loan companies,
motor vehicle sales finance companies, property tax lien lenders, and pawnshops. Pawnshop
employees must also be licensed.

OCCC was granted Self-Directed, Semi Independent (SDSI) status in the 81% Legislative Session. As
an SDSI agency, OCCC is not required to have their budget approved by the Legislature; however, the
Finance Commission is responsible for setting OCCC’s spending authority or limits. OCCC’s entire
operating funds are generated from fees assessed to the businesses it supervises and are used to fund
both direct and indirect costs. General revenue funds are not used to support OCCC’s operations.

2016 Internal Audit Plan

Following are the internal audits and other functions performed, as identified in OCCC’s approved 2016
Internal Audit Plan:

e Motor Vehicle Sales Finance Examinations
e Follow-up of Prior Year Internal Audits
o Other Tasks

This report contains the results of our audit of the Motor Vehicle Sales Finance Examinations area,

reflects the follow-up performed in the current year, and meets the State of Texas Internal Audit Annual
Report requirements.
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INTERNAL AUDIT OBJECTIVES

In accordance with the International Standards for the Professional Practice of Internal Auditing,
the audit scope encompassed the examination and evaluation of the adequacy and effectiveness of
OCCC’s system of internal control and the quality of performance in carrying out assigned
responsibilities. The audit scope included the following objectives:

Reliability and Integrity of Financial and Operational Information — Review the reliability
and integrity of financial and operating information and the means used to identify, measure,
classify, and report such information.

Compliance with Policies, Procedures, Laws, Regulations and Contracts — Review the
systems established to ensure compliance with those policies, procedures, laws, regulations,
and contracts which could have a significant impact on operations and reports, and determine
whether the organization is in compliance.

Safeguarding of Assets — Review the means of safeguarding assets and, as appropriate, verify
the existence of such assets.

Effectiveness and Efficiency of Operations and Programs — Appraise the effectiveness and
efficiency with which resources are employed.

Achievement of the Organization’s Strategic Objectives — Review operations or programs

to ascertain whether results are consistent with established objectives and goals and whether
the operations or programs are being carried out as planned.
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EXECUTIVE SUMMARY

Motor Vehicle Sales Finance Examinations

Background

Organizational Structure

The Director of Consumer Protection, who reports to the Commissioner, is responsible for administering
the Examination and Enforcement Division (Division), which is responsible for conducting Motor Vehicle
Sales Finance (MVSF) examinations. The Division is comprised of 3 regional supervisory examiners,
3 assistant supervisors (1 position currently vacant), 5 review examiners, 1 out-of-state coordinator, 2
financial analysts, 3 administrative support positions and 39 examiners.

MVSF Licensees

MVSF licensees, licensed with OCCC, are both sellers and holders of retail installment contracts.
Businesses that are required to be licensed with OCCC are retail motor vehicle sellers who provide
financing, which includes sellers who originate and collect on installment sales and those who originate
and sell retail installment contracts; and, finance companies who buy retail installment contracts
(indirect lenders), and those who review applications from sellers and then buy the retail installment
contract.

Examination Process

On-site examinations are performed to ensure MVSF licensees (licensees) are compliant with Chapter
348 of the Texas Finance Code (TFC), Chapter 84 of the Texas Administrative Code (TAC), and other
federal requirements. As of March 31, 2016, there were 8,895 MVSF entities licensed with OCCC.

Examination Scheduling

Examination schedules are prepared by each of the 3 regional supervisory examiners on a monthly
basis for their respective region using an add-on tool in the Application Licensin